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Access the portal with
your CIPF credentials
from the page

https://vpn.cipf.es Sl U SE P 0 rta L

Username

Password

Install one of these
two APPs on your
mobile phone.
4
DR AL

Microsoft

Authenticator  22tener APP - Obtener APP

Google

Authenticator Obtener APP g Obtener APP

If this is the first time you access the USER PORTAL, you will see the following

OTP tokens for vpn_user@csat.local

Description

To be able to sign in to the portal, you m e passwords. Scan the QR code using an authenticator 2pp on your mobile device, then click Proceed to login

The app generates a new passcode afte 0. Enter your password followed by the passcode. Format: <password=<j code>
Auto-generated OTP tokens
E Account: vpn_user@csat local
Secret (HEX): 84c8d53ee77e7d12439c969ab245960f
Secret (BASE32): STESKPXHPZGREQ44S2NLERMWBY
Jlimestep: 305

Scan the QR code with
the previously installed
APP
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http://www.ochoa.fib.es/
https://vpn.cipf.es/
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&pcampaignid=web_share
https://apps.apple.com/us/app/google-authenticator/id388497605
https://go.microsoft.com/fwlink/p/?linkid=2168850&clcid=0x40A&culture=es-es&country=es
https://go.microsoft.com/fwlink/p/?linkid=2168643&clcid=0x40A&culture=es-es&country=es
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Click on Proceed to login
to return to the VPN
PORTAL.

Description

OTP tokens for vpn_user@csat.local

To be able to sign in to the portal, you must use one-time passwords. Scan the QR code using an authenticator app on your mobile device, then click Proceed to login
The app generates a new passcode after every timestep. Enter your password followed by the passcode. Format: <password><passcode>

Auto-generated OTP tokens

1L J— vpn_user@csat local
Secret (HEX): 94c9053ee7767d12439c9692b2459601
Secret (BASE32): STESKPXHPZEREQUHS2NLERMWBY

Timestep: 305

access code.

= Authenticator

@ wpn_user@csat.local

71725@

SOPHOS

From the authentication APP, click on
your user's profile to generate an

il Rlarapall

Access the portal with your CIPF user name and
password followed by the generated access code.

Username: Usuariocipf

Password: contrasena cipf711725
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Windows only

Once inside the VPN user portal, you will need to
download the "Sophos Connect Client" version and
install it.

SOPHOS

Home
Sophos Connect client @
Personal
Download client
VPN 3
o= Download for Windows
Internet usage
3 ; =
Eriail == Download for mac0S

Logout

VPN configuration

SSL VPN configuration @

& Download for Windows, mac0$, Linux

& Download for Android and i0S

MAC only

Download the TunnelBlick software and install
it. https://tunnelblick.net/

Then, download the "SSL VPN configuration”
version corresponding to your Operating
System.

VPN configuration

SSL VPN configuration @

.‘, Download for Windows, macOS, Linux

.’L Download for Android and i0OS
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Import the "SSL VPN configuration" file
to the VPN client

usuario@csat.local-client-config.ovpn

Windows only
Open "Sophos Connect Client". In Import connection
select the previous file.

@\

Sophos Connect

Conexiones

@ vpn.cipf.es

Autenticar usuario

usuario_CIPF

== |+ACCESS CODE

' Guardar nombre de usuario y contraseiia

Conexiones

@ Sophos Connect graree——

Para obtener instrucciones sobre como crear un perfil de acceso
remoto para Sophos Connect en XG Firewall, consulte la siguiente
informacién:

Crear perfil de Sophos Connect

SOPHOS Conexiones Eventos

@ vpn.cipf.es

Conexiones

b #

150y
S = Authenticator
thenticyy, e
_user,
‘ Ot 717256
C—1

Username: Usuariocipf

Password: contrasena cipf711725
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MAC only

Open the TunnelBlick application and drag the
previously downloaded file to the application icon at
the top.

usuario@csat.local-client-config.ovpn

100% &3

"

[ S ™) o HEC)

No Active Connections
VPN Details...

Connect "'ig pI
Quit Tunnelblick

= Authenticator +
@ oo

7117256@

Tunnelblick: Login Require:
A username and password are rdquired to
connect to
avanet__ssl_vpn_config
Example:
' ) —~ 2 Username: |Clpf user
Username: Usuariocipf 2 e Save D Keycrein
\
\

Password: contrasena cipf711725 R e ACCESS CODE
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