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VPN + (MFA: MULTI-FACTOR AUTHENTICATION)

Access the portal
page with your CIPF
credentials

https://vpn.cipf.es SOPHOS LJ S@ g p O rta L

Password

Install one of these
two APPs on your
mobile phone.

- T A =3

: o L

Microsoft -:- A
Authenticator Get APP Get APP :
Google
Authenticator Get APP Get APP

If this is the first time you access the USER PORTAL, you will see the following

OTP tokens for vpn_user@csat.local

mvice. then click Proceed to login

Scan the QR code with
the previously installed
APP



https://play.google.com/store/apps/details?id=com.azure.authenticator&referrer=%20adjust_reftag%3Dc6f1p4ErudH2C%26utm_source%3DLanding%2BPage%2BOrganic%2B-%2Bapp%2Bstore%2Bbadges%26utm_campaign%3Dappstore_android&culture=es-es&country=es
https://apps.apple.com/es/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&pcampaignid=web_share
https://apps.apple.com/us/app/google-authenticator/id388497605
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Click on Proceed to login
to return to the VPN
PORTAL.

OTP tokens for vpn_user@csat.local

From the authentication APP, click on
your user's profile to generate an
access code.

Authenticator

vpn_user@csat.local

711 725@

(2]
UserPortal

Access the portal with your CIPF username and
password followed by the generated access code.

Example:

Username: cipfusername

Password: cipfpassword711725
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Windows only

Once inside the VPN user portal, you will need to
download the "Sophos Connect Client" version and
install it.

SOPHOS

Home

Sophos Connect client @

.t, D load fc
Internat usage
u“' Download for mac0S

Email

Logout

VPN configuration

SSL VPN configuration @

.',‘. D I ) nacDs,
& Download fo oid and I0S

MAC only
Download the TunnelBlick software and install it.
https://tunnelblick.net/

Then, download the "SSL VPN
configuration" version corresponding to
your Operating System.

VPN configuration
SSL VPN configuration @
-&n Download for Windows, mac0S, Linux

.", Download for Android and i0S
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Import the "SSL VPN configuration" file
to the VPN client

cipfuser@csat.local-client-config.ovpn

Windows only
Open "Sophos Connect Client". In Import connection select
the previous file.

e @  sophos comect e
' \

Sophos Connect

Para obtener instrucciones sobre come crear un perfil de acceso
remato para Sophos Connect an XG Firewall, consults la sigulents
nformacion
Craar perfil de Sophos Connect

SOPHOS Conexiones H

@ venciotes

Conexiones
@ VF pie o
B M = Authenticator +
ﬂemk_,m -
& N oy @ pn_ussresatlocal
Besat o, "

717256

SOPHOS [m— i

@ vpn.cipf.es =

Autenticar usuario

usuark_CIFF

| seeser4+ACCESS CODE f Example:

dar nambre de usuario y contrasedia

Username: cipfusername

=3
Password: cipfpassword711725
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MAC only

Open the TunnelBlick application and drag the
previously downloaded file to the application icon at
the top.

cipfuser@csat.local-client-config.ovpn

Quit Tunnelblick

= Authenticator +
9 wpn_user@esat loca

T11725@

Tunnelblick: Login Requii

A username and password are
connect to
avanet_ssl_vpn_config

. ~ & ' username: |Cipfusername
Username: cipfusername : 1- . e

Example:

Password: cipfpassword 711725 | oo LACCESS CODE |

concel (NN |
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CONNECT TO DARWIN

Windows only

“» Home »  Quick access
| Gallery Expand
? @ OneDrive Open in new tab
(7 Open in new window

i &) Add a network location
Open the file explorer and % et B s At i
right-click on This PC, then B Doametfl o Disconriect network drive..
click on Map network drive I Pictures 4> Pin to Quick access

@) Music
B Videos

Pin to Start

ARV

Properties Alt+Enter

- !
Show more options
> [l This PC &3 P
> 3 Network G W
4

Q Map Network Drive

What network folder would you like to map?

\\darwin.csat.local\I-XX

Specify the drive letter for the connection and the folder that you want to connect to:

Drive 2 v (where I-XX we will replace it with the

group or department)

Folder: \Wdarwin.csat.local\l- XX

Browse...

Example: \\server\share
B Reconnect at sign-in

B Connect using different credentials

Connect to a Web site that yvou can use to store your documents and pictures. CheCK the two
lower boxes and
click Finish

_E_inish | Cancel
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Enter your CIPF

user credentials
and click Accept

USERNAME: csat\cipfusername

PASSWORD: cipfpassword

e Windows Security

Enter network credentials

Enter your credentials to connect to: darwin.csat.local
User name
csat\cipfusername

Password

Password
Domain: csat

Remember my credentials

MAC only
in Finder click the Go @ Finder File Edit View [\ Window Help
— | —
menu and select minl -
"Connect to Server..." Enclosing Folder %t
at the bottom of the E All My Files TRF |
"} Documents 480 |
L] B3 Desktop +#D
& Downloads EHL
% Home G®#H |
E Computer +8C |
@ AirDrop ¥R |
 Network 48K |

7 Applications tHA |
& Utilities

Recent Folders

Connect to Server...



C/ Eduardo Primo Yfera, 3 (junto Oceanografico) - 46012 VALENCIA (Spain) - Tel: +34 96 328 96 80 - Fax: +34 96 328 97 01 / www.cipf.es / Fundacién constituida por la Generalitat Valenciana y Bancaja. Reg. 91-V-f/s. CIF G-46/923421

- 5100-W-02

’ VPN (MFA) — DARWIN — REMOTE DESKTOP
VALENCIA BIOMEDICAL

RESEARCH FOUNDATION e
CENTRO DE INVESTIGACION PRINCIPE FELIPE Ng edltlon: 05 Page 9 of 12

smb://darwin.csat.local/I-XX

(where I-XX we will replace it with the
group or department)

Connect to Sefver

Server Address:

| smb://darwin.csat.local/1-XX ( +| O~
Favorite Servers: \ Press + to save it

\ . .
In 'Favorite
Servers' and then
'Connect'

? Remove Browse Connect 4-—/-

USERNAME: csat\cipfusername

PASSWORD: cipfpassword

'-,E,}' Registered User

Name: csat\cipfusername

Password: cipfpassword

[ ] Remember this password in my keychain

| Cancel | | Connget [
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REMOTE DESKTOP CONNECTION

Windows only

|n the Windows — o Microsoft Bing Apps Documents Settings Folders Photos »
search bar, typ_e e

'desktop' and click &

on the first result g e »

Apps 2 > Remote Desktop Connection
App
¥ Power Automate

Settings 7+ @ open

@ Choose your deskiop background (8 Run as administrator
B Open file location

5¢ Remote desktop settings
57 Pinto Start

[%; RemoteApp and Desktop Connections ¥ e——

N T, P R W Uninstall

& Remote Desktop Connection — X

| Remote Desktop
“><) Connection

Computer: IP address or PC Name

Enter the IP
address or the PC
Name and click on
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o ; Connect
name: None specfied
The computer name field is blank. Enter a full remote computer
name.
= o gton e
" Windows Security X
Enter your CIPF Enter your credentials
user credentials These credentials will be used to connect
Password

cipfpassword

More choices

:
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MAC only

Download and =
install the Windows Welcome to Windows App
App from the App (

ps that you use
¥

Store i, A
I | =m
it 3 »
MR \ ™ c
|
-
' Skip m
ene Devices B = N B G
Q Searct GO to deViceS C"Ck Add Work or School Account
?
17 Favourites / on + and Add pC \::: :‘:"“599“
B Apps

No Devices
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Add PC
PC name: |
User account: Ask when required

Enter the Name or IP
Address of the
remote computer
and press Add

a

17 Favourites

BB Apps

Devices

v Saved Devices

My remote PC

Last connected 1 minute sgo

When asked, enter
your CIPF user
credentials

General Display Devices & Audio  Folders

Friendly name:

Group: Saved PCs )
Gateway: No gateway

Reconnect if the connection is dropped
Connect to an admin session
Swap mouse buttons

NS

Cancel
88 N~ + )
Double Click on

the device that
has been added

USERNAME: csat\cipfusername

PASSWORD: cipfpassword






